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1. Introduction

AULT/FAILURE detection, isolation, and recovery (FDIR)

methods are usually designed for flight-critical components
such as actuators and sensors, using detailed mathematical models.
See, for instance, [1] and references therein for recent results.
Although component-level FDIR (CL-FDIR) has led to convincing
results for the individual unmanned aerial vehicle (UAV), much
remains to be done for leader-to-follower formations. Indeed, from
the distributed nature of formation guidance laws, when a CL-FDIR
cannot preserve flight performance for certain faults or failures, an
abnormal behavior arising in a single vehicle can potentially lead to
formation instability. We therefore claim that there is a need for a
decentralized fault detection (DFD) and adaptation capability so that
each vehicle can detect anomalous behaviors in neighboring vehicles
and adapt its own guidance law accordingly.

To the best of our knowledge, there is no work reported to date in
the literature that proposes the technology to handle concurrent
component-level faults and information-flow faults. However, the
particular case of formation reconfiguration under information-flow
faults has been studied by a few researchers. UAV formation
reconfiguration strategies are proposed in [2—4] based on graph
theory and a modified Dijkstra algorithm to command geometry
changes and to optimally reconfigure communication channels once
information-flow faults have been detected. From another
perspective, [S] proposed an interacting-multiple-model FDIR
approach for formations faced with communications failure.

In this paper, we propose a DFD technique to address worst-case
situations involving concurrent communications loss and compo-
nent faults for leader-to-follower formations. Because the state of the
formation cannot be published across the network at the time of
faults, sensory data onboard UAVs are used by the observer. Each
vehicle of the formation computes residues associated with the
position of its neighbors. A neighbor j of vehicle i refers to a vehicle
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for which the separation from i is less than or equal to the sensor
range of vehicle i. Each residue is obtained from a robust observer
based on the use of a simplified, uncertain, linearly parameterized
model of the neighbor j for which the dynamics is perturbed by
exogenous signals. Such signals depend on the state of vehicle k,
which is a neighbor of j but not necessarily of i. Vehicle i estimates
these exogenous signals by low-pass filtering the inverse of
vehicle j’s dynamics, which is assumed to be the minimum phase.
An observer designed from H,, gain-based minimization provides
vehicle i with residues that characterize the state of j, while reducing
the impact of modeling uncertainties. The effectiveness of the
proposed DFD technique is demonstrated with the distributed
formation controller of [6,7]. The simulation results shown in this
paper rely on high-fidelity, fully nonlinear, 6-DOF, sampled-data,
aerial almost-lighter-than-air vehicle (ALTAV) models, which
include actuator saturation, realistic measurement noise, and
commercial off-the-shelf sensor sampling rates.

II. Modeling of Formation, Vehicles,

Control, and Faults
A. Formation

Consider a formation of n identical UAVs comprising a single
leader and n — 1 followers. The leader tracks a known reference
trajectory. The leader is node 0 and the followers are nodes 1 ton — 1
of a graph G = (S, E). Graph G is defined by the set of vertices
S =1{0,...n— 1} and a set of edges given as E = {(i, j);i,j € V}.
Vehicle positions are expressed in inertial frame /,,,. Associate to
each node i the set N;, which includes the ith node and all the
neighboring vehicles j in the formation that are sensed by node
i € V. N, is endowed with a neighboring unidirectional relation, in
which sensory data (position and velocity of j) flow from j € N, to i;
that is, j € N; implies that i measures the relative distance r;; that
separates i from j. The converse is false unless i € N;. The formation
geometry is defined, as shown in Fig. 1, by prescribed angle A}; and
relative distances pjj, assumed time-invariant in this Note. Such
information is transmitted from one node to another according to G.
For example, the configuration of Fig. 1 displays the formation with j
as the leader, i as j’s follower (j € N;), and k as i’s follower (i € N});
k and i measure (ry;, Ay;) and (r;, A;;), respectively. In the present
setting, no intervehicle communication is required. Data are obtained
by means of onboard sensors.

B. Simplified Model of Vehicle Closed-Loop Dynamics

DFD implemented in each vehicle k € S does not consist of a mere
duplication of the CL-FDIR of k’s neighboring vehicles. This
approach would be computationally cumbersome and would simply
reproduce the recovery incapability found with the CL-FDIR.
Instead, we propose to develop a simplified state-space
representation of neighboring vehicle dynamics in a closed loop
with their control law and to base the design of the neighboring
vehicle fault detector on this simplified model. Planar decentralized
control of a formation of ALTAVs, as that depicted in Fig. 1, serves
as the motivational example to demonstrate the effectiveness of the
proposed DFD. Indeed, the slow dynamics of the ALTAVs and their
smooth degradation of performance when faced with faults make
them the ideal unmanned vehicles for the development of a team-
level DFD experimental testbed. The detailed closed-loop dynamics
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Fig. 1 Geometry of a formation of three vehicles; formation flight
control aims at achieving a path following the x—y plane; set-point
regulation in z is obtained by PID control around a prescribed altitude z,
known by all vehicles.

of the formation, as illustrated in Fig. 2a, are described in Appendix
A. The ALTAVS are equipped with autopilots and formation
guidance laws that ensure path following of the leader vehicle and
stabilization of the entire formation around a prescribed geometry.

It is assumed at the DFD level that the behavior of a vehicle is not
considered faulty by its neighbors as long as it is able to achieve
position trajectory tracking based on measured relative distances
regardless of its attitude. The attitude of the 6-DOF model of the
vehicle presented in Appendix A is thus not considered in the
simplified state-space representation and only the intervehicle’s
relative distance is used to detect abnormal operating conditions.
Recall that detection of mildly abnormal behavior is carried out by
the CL-FDIR based on the full 6-DOF nonlinear model.

Therefore, to represent the time-varying flight envelope of
ALTAVs i € N and to account for possible bounded parametric
uncertainties, the following uncertain linearly parameterized system,
shown in Fig. 2b, is proposed:
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qi=lqn 9o 493 qis s CI;&]T

X;, y;» and z; are the vehicle translations; ¥; is the heading angle of
vehicle i; and z, is the prescribed altitude of the formation, which is
assumed to be known before the mission. The uncertain parameter o/;
is assumed to evolve in the unit simplex:

S
>y = 1ay = 0f
j=1

The state-space is assumed linear in «; that is,

[A;(0)|B;(a)] = Z ‘Xij[Aij|Bij]
j=1

Note that A;(«) [respectively, B;(«)] can be decomposed as the sum
of a nominal matrix A¥ = A,(«*) [respectively, Bf = B;(«*)] and a
deviation matrix A :(e0) [respectively, B;(«)] that evolves in the same
polytope as that of A;(«) [respectively, B;(«)]; that is,

A i(a) = Z aijgij
Jj=1

and

Remark 1:

1) The term v; — v, in Eq. (1) results from the distributed
controllers of [6,7] applied to vehicle i and its neighbors. Formation
stabilization based on distributed controllers presented in
Appendix A is guaranteed under the assumption that G is a directed
acyclic graph [7]. Furthermore, it is shown input—output stable when
faced with exogenous disturbances such as measurement noise and
when subject to homothetic morphing commands [6,7].

— *_
h"j%vk" (o = xj) 2) Polytopic interpolation in Eq. (1) has also been used to model
g =Ai(a)q; + Bi(@) | b, > ki(y; —y5) the fighter aircraft for the design of fault-tolerant flight control
jem, Y systems in [8].
<
~ M .
Vit~ vi2 C. Modeling of Faults
X; 1 000 0O The signal of interest is denoted as F;(¢) and can represent either
v|=/0 0 1 0 0 0]g actuator output signal, control input signal, or an exogenous force, as
Z 00 0 0 0 1 suggested in Egs. (Al) and (A2) of Appendix A. Let ¢, denote the
time at which a fault occurs. F;(f) can be formally expressed for
vehicle i € S as
where
Fi(t) = K[ty t, Fiy (0]
ok 1T % * H * T
[xi; i1 = pifleos(Af; + ) sin(Af; + )] where F;, () denotes the nominal signal, exempt from fault, and X is
Leader b X2 |z
Guidance Flight Control Vehiclej |6,%%) X, implifi X,V
[Eq. (A3)] |_. [Ea.(A2] [ 7 [Ea (A1)§ mE L, Slmp“[f;d ('Y;]Odel L))
L Formation ¥ (Xs¥»2 12
) Guidance Flight Control || Vehicle i ﬂfﬁ) !
[Eq. (A4) |—' (Eq. (A2) [Eq. (A1) Simplified Model j | (%)
[Eq. (1)]
| .| Formation I# XioYiZio
Guidance Flight Control Vehicle kK |G %) 1z
__[Eq. (A4)] [Ea. (A2)] [Ea. (A1) [}
r Simplified Model i | (Xi¥i,
[Eq. (1)]

a) Full 6-DOF nonlinear models in closed loop with autopilots

and formation guidance laws

b) Simplified linear uncertain
representation of the formation

Fig. 2 Representations of formation flight control of vehicles i, j, and k.
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the identity function [i.e., F;(f) = F;,(1)] when t<t, and a
polynomial function of F;, when t=>1¢, K; is typically
nondifferentiable and even discontinuous at ;. Because F;(f) can
be expressed as

Fi(t) = Fin(t) - Fin(t) + Ki[tfv L, Fin(t)]
= Fin(t) + lt—t/[Ki[tfﬂ L Fin(t)] - Fin(z)] (2)

where 1, is the unit step function, which is equal to 1if 7 > 7 and
to 0, otherwise, vehicle dynamics can be modeled as a closed-loop
nominal system excited by disturbance:

L Kty 1, Fin (D] = Fin (1)}

Because Eq. (1) is a model simplification of the nominal closed-loop
system, uncompensated fault can be represented on the right-hand
side of Eq. (1) by means of an additive disturbance §;, where faulty
signal §; belongs to the following set:

Qs = {8 € ®\{0,0,0};i € S\{0}, 5,
=1,,di(0). ldi()| =D; >0 V1=1} 3

In Eq. (3), entries of d; are polynomial functions and D; >0 is a
lower bound on the signal d; such that all faults § € €2 are detectable.
Conditions about D, are derived in the next section.

Remark 2:

1) Exogenous disturbance §;, which adds to the simplified model,
can originate from either an exogenously or endogenously generated
fault or failure. For instance, F;, involved in actuator failure
represents the control signal and thus makes §; endogenous to the
closed-loop system, although §; is not expressed analytically.
Furthermore, §; may be triggered by an event that is external to the
system. Indeed, one can think of a projectile penetrating the body of
UAV as one example of the exogenous nature of §;.

2) Definition of 25 in Eq. (3) limits the scope of faults to signals
characterized by an abrupt jump, which comes from the use in
Eqs. (1) and (3) of the unit step function 1, , . The threshold selector
used in the DFD and derived in Sec. IIL.C determines the amplitude of
the changes that are detected by the proposed scheme.

3) Incipient faults, such as those resulting from loss of control
effector effectiveness or lock-in-place failure [1], do not belong to
2. For such faults, there is no guarantee of detection by the proposed
DFD. Through the numerical simulations, we indeed experienced
such detection inability with lock-in-place actuator failures.

III. Synthesis of Fault Detector
A. Observer with Disturbance Compensation
Consider the first-order, linear, time-invariant system
x=—a(x—§8—ce), a=a*+a 4
where § € Q/, e is a smooth exogenous signal, and a represents the
deviation of parameter a with respect to its nominal value a*. The
objective is to design a detector that is sensitive to the abrupt change &
while attenuating the effect of e.

Denote L and L~! as the Laplace transform and its inverse. The
Laplace transform of the time-varying signal x(7) is denoted as x(s).
To alleviate the notation, x is understood as x(z).

Using the observer

f=—a*G—-6-0)—L,% )

where ¥ = X — x and

femin [ 2 0) o

s+ 1

yields the following estimation error dynamics:
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a) Profile of the faulty signal and the b) Estimation error signals

exogenous disturbance

Fig. 3 Observer with compensation of disturbances.

- - - -1 a*ts as
X(s) = X5(s) + Xe(s) = (s+a*+1L, (rfs +1 + s+ a)

X [8(s) + e(s)] = H(s)[5(s) + e(s)] @)

From Eq. (7), signal ¢ is filtered and differentiated. With an
appropriate selection of parameters, one can expect the measurement
of the error signal X5, which is caused by the discontinuous signal é, to
be dominant with respect to that of X,, as suggested by the time-
varying signals shown in Fig. 3. Itis to be noted that tuning 7, and L,,
results from a tradeoff between a fast detection of § obtained with
small values of 7, or large values of L, and maintaining robustness of
the estimation with respect to measurement noise.

Adopt the following notation:

A1) = |IL7Hx(s)/ s} ®)

where the root mean square (rms), denoted as

Ixll. =

1/ A " (0)x(t) de

is used.

Given an upper bound of e (||e||, < e), one can compute the lower
detectable fault § (characterized by D) and the corresponding
threshold as follows. To avoid false alarms, the threshold is defined

by the following inequality:

inf |Ix[l, > sup |Ix]l, =Ji, ©)
8e Jlell=e N

The threshold Jy, is the supremum of the estimation error when no
fault occurs; that is, the estimation errors are due only to parametric
uncertainty and to the presence of the exogenous signal e. Because,
by construction of Q inEq. (3),[0 0 0]7 ¢ €, solving Eq. (9) for
D provides the minimum detectable fault associated with the system
in Eq. (4).

From [9] and the definition of H(s) in Eq. (7), Eq. (9) is satisfied if

nfIHG3() > 2 sup [H(s)e(o)]. (10)

le]<e

from which the following sufficient condition about the minimum
detectable fault is obtained:

2¢|[H (sl
AH(T — tf)

where D is defined in Eq. (3) with i = 1. The threshold is thus defined
as Jy, = 2¢e||H(s)|| . For the system expressed by Eq. (4) with no
parametric uncertainties (@ = 0), Ay (t — ;) can be expressed in
closed form as

ID| = an

Au(r—1)) = \/ 1/t A (LMH) /ST LT {H(s) /5 di

2.2
- Ty [e~2a+L)(e17)

t(tp(a +L,) —1)?
+ e 2(t—1p) _ Do—(atLlo+1/70)(1—1p) _ 3]2 (12)
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B. Synthesis of Team-Level Detector

The simplified model in Eq. (1) for i € N;, which is used by
vehicle & to detect faults on neighboring vehicle 7, is characterized by
the unknown signal x;, where j is in N;, but not necessarily in N.
Considering that signal x}; in Eq. (1) is available to k, the following
observer is proposed:

h; Z ki(ffj - XT;)
JEN;

4i =Ariq; + Bf| b, > k(- yi) + BriCiqi,

JEN;
Z (13)
1’}1171}12
ri=[C _CF,i]|:c,I\ii|
qi
where
hi Z klﬁj
o Bi D (s)
v
B*| n. N I 0 D e it
! h’jgvik’yf {rfs +1 }
0
— - {‘Ii(s) —Afq;(s) + Bj Uiz(s)} (14)
s+ 1
and

, _of sxi(9) ] syils)
T'=\gy L7'"\—0 g L' —"20 qis g 1
qi [qll {Tds+ 1} qi3 {Tds-l—l 4is qis | (15)

where g; is given in the time domain.

Furthermore,
C — 1 0 00 0O
i“lo 01 0 0 O

vh = | —hiy_kxfl = hi) kvl

JEN; JEN;

and ¢; = ¢; + q;. The error signal ¢; is caused by the use of low-
pass-filtered derivatives in Eq. (15).

Remark 3:

1) 7, and 7, are time constants of low-pass filters used to obtain
biproper transfer functions in Egs. (14) and (15) wherever a signal
derivative is used. As noted in Sec. IIl.A, such constants act as tuning
parameters that contribute to speed up fault detection, although at the
expense of an increased sensitivity to measurement noise.

2) Eq. (14) is similar to Eq. (6) in Sec. IILA; that is X; and J; are
signals that are exogenous to vehicle i. Such signals are obtained by
using the filtered inversion of the nominal model of i, which
corresponds to Eq. (1), valued at A} and B}.

3) The linear observer in Eq. (13) is composed of matrices Ay ;,
By ;,and C ;, which are derived in the sequel to minimize the impact
of X; and y;, and of coupling terms X; — x; and §; — y7;. The coupling
terms represent the interaction of vehicle ¢ with its neighbors j € N;.

Instrumental in obtaining conditions on the observer’s matrices,
an augmented estimation error system, which includes the faulty
simplified model in Eq. (1), is derived.

First, note that the system expressed in Eq. (14) can be written as

B0 (5) = §i(s) — A7 qi(s) — Gi(5) + A7 Gi(s) + Bivp(s)
= A;qi(5) + Bi[vi (s) — v (5)] + 8:(5) — G (s)
+ A7G;(s) + B vn(s) (16)

where the first equality is obtained by substituting for g; + ¢, in
Eq. (14). The second equality is obtained by replacing g; with the
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simplified model given in Eq. (1), to which the faulty signal §; is
added.
Then, letting

Biv;i (5) — Bivp(s) — (s) + AGi(s)
TS +1

ap(s) =

A}(a)z[_l({tf Ai?a)], Ai(@) =[A (@) 0]

B/(O[) = |:Bi(()(¥) i|a C; = [0 C,—], Qi = [f]lii:|
Gy = (86— Czi)/ffv A =[8 oyl"

where state-space variables G;; and ¢,; result from the realization of
the filter 1/(z;s + 1) used in Eq. (14) and from the filtering of §;,
respectively, which yields the following augmented estimation
system:

41 %0 211
qi Bp,C'+ A Ap; || 4

an

Ai(@)
Bi(a) O || vy —vp 0 0 18
+[lo 1][ l]+ N b "
[477)
L ) 0 1

Bi(a)
/ Q]
= Ci —C i !
6l &

where the equation for the derivative of ¢; is obtained 1) by
substituting the right-hand side of the second equality in Eq. (16) for
B#*d;,(s) in Eq. (13), 2) by using B = B; — B, and 3) by noticing
that B;v;, (s) cancels out. The equation for the derivative of Q; comes
from Eq. (1) augmented with g;.

In the case of a Luenberger-type observer (Ap; =A; and
Cr; = C;), the residue z can be expressed as

2(s) = Ci(sI — A7)~ A;0;(s)
N e’
Hi(s)
+ Ci(s1 —Aj‘/)*lB;(oz)[v” (8) —vp(s)] = Ci(sI _A?,)fl“iz(s)

H;(s)

I s(s) (19)

—Ci(sI—AF)!
i(sI A7) st

G;

where A¥ = Aj(a*). G, is similar to H(s)d(s) in Eq. (7), that is, as a
low-pass-filtered derivative of the faulty signal.

Attenuation of the impact of disturbance «;, on residue z leads to
the computation of the observer matrices Ar;, Br;, and Cp;,
obtained by solving a L,-gain minimization problem defined as

min {3 7o,z llo <v3 (20)

ApiBpi.Cri

where
Tw,-z, = (A;. B;, [C; _CF,i]vo)

A sufficient condition to meet the minimization constraint
[Ty, |l < ¥ is given by the following matrix inequality:

PA(@) + Al ()P PBi(a) [C; —Cp;]"
Bl ()P -1 0 <0 (@D
[Ci —Cri] 0 -1

which depends on a product of matrix variables such as PBp ;.
Following the procedure of [10], it can be shown that Eq. (21) is

equivalent for all j € {1,..., s} to a linear matrix inequality (LMI)

that can be efficiently solved by a numerical toolbox. Adopt the
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following notation: * stands for terms that are induced by symmetry
inamatrix, ® =[I 0]/,C; =diag(C,,I),and 3 =[1 1I].

Proposition 1: The observer given in Eqs. (13—-15) characterized
by matrices Ap;, Bp;, and Cp; satisfies the robust estimation
constraint || T, | < ¥ whenever there exists ;> 0 such that the
following LMI

ENGINEERING NOTES

C. Threshold Selection

The tracking error of each vehicle increases in norm as the leader-
to-vehicle relative distance increases. In fact, constraining tracking
errors within small bounds requires the formation to behave almost
like a rigid body, which would entail prohibitively large transient
control signals used for vehicles significantly remote from the leader

—(V; + VI VIOA,0T +37K,C; + 37A,0" + X] VOB, 0 wVT

A

* —X;

1

is feasible for all A;; and B;; with j € {1,..., s} in
V= [‘fu Yz,ii|
Vii Vi
X i» Cp;, and K ;- The observer matrices are expressed as
Ap; = AF,iV;,Ts Bp;=Bp;,and Cp; = CF.iV3_.iT~

Proof: The proof is similar to that of Theorem 5 in [10] applied to
Eq. (18) and to Eq. (21) and by noticing that the extra coupling term

A; ((3:) in A; (), which is not present in Theorem 5 of [10], yields
3TA;;07, located in the 1 x 2 entry of Eq. (22). This product comes
from I‘A,-j@T, which is part of A;(«) that can be expressed as

Ai@) =Y a;(©A4,07 + TK,C; + TA;07)  (23)

j=1

where I'=[0 /], and K; = [Br; Ap,]. To obtain LMI in Eq. (22),
the congruence transforms diag(T1y,, T1y,, 1, 7, I1y,), where

1 0
My, = |:0 V2_2],iv21,ij|

v [ Vi Vo] _[ Vi VaVal
! Vori Vo, 1 V;T

is first applied to Eq. (B2), described in Appendix B. Note that

Eq. (B2) is applied to Eq. (21) and uses Eq. (23). Then, the following
useful relationships are employed:

I, 0A707V,I1, = OALO"V,

n}, CTKITTV, I, = CTK] S
and
BLOTV,II,, = B0V,
As already noticed, the congruence transform yields the extra term
I}, e7A,I"v,11,,
which can be shown to be equal to @ASS by noticing that
TV, =V,,;3=%

and that ITj, ® = ©. d

T
0 [ % } 0
) TV Fi <0 22)
-yl 0 0
* -1 0
* * -X

[7]. Therefore, the minimum detectable fault and the corresponding
threshold are expected to be functions of leader-to-vehicle relative
distances and thus should be selected carefully. As mentioned for
Eq. (9), to avoid false alarms, the threshold must be defined such that

Izl > sup izl 24

inf
§eQ,0.vi1, 0,02 §=0,0,vi1,vi2. @2

From [9], Eq. (24) is satisfied if

GO >2 sup [H(A Q) + Ho(o),

Q01,0

(25)

As noted in Sec. III.A, the minimum detectable fault associated with
vehicle i can be characterized by the following lower bound on D;,
introduced in Eq. (3):

2 sup [I1H (DA ool Qi) + [Ha()]]]

Q01,00

D] = (26)

o[Ag,5(T—1/)]

where ¢ denotes the minimum singular value of its argument.
Because G;(s) is amatrix, Ag, ;) (t — ;) in Eq. (26) is defined as the
following matrix operator:

\/ 1z / LG ()T L (Gis) 5} di

It is shown in [7] that the Euclidean norm of position and speed
tracking errors of vehicle i is an increasing function of the relative
distance p}; between the leader and follower i, from which the bound

10:l: = 1Qill, < [an + @i (p3)]/2

can be derived, where a;; > 0, and ¢;; is an increasing function.
Thus, a sufficient condition for the detection of a fault §; can be
expressed as

- Jin,i
T a[Ag,) (T —tp)]

D @7

where

Tii = lan + @ (ONH, (5)A:(9) oo + [|Ha ()],

Inequality (27) shows that false alarms are avoided by increasing
Jin.;» Which in turn may impede fault detection of vehicles for which
the distances from the leader are significantly larger than those of the
leader’s neighbors.
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IV. Experiments and Simulations

A string of nine regularly spaced and aligned vehicles, {1, ..., 9},
is considered, where 1 and 9 denote the leader and the last follower
vehicle of the string, respectively. Neighboring set N, is defined for
alli € {2,...,9}as N; = {i — 1}. As depicted in Fig. 4, the leader of
the formation tracks a square trajectory with a side length of 100 m at
a speed of 1 m/s. Followers are required to stabilize around the
commands p*=1m and A*=0rad. However, follower
trajectories are not constrained beyond the stabilization requirement.
The latter implies that obstacle/collision avoidance has to be
implemented onboard or that the trajectory of the leader has to be
planned so as to compensate for unacceptable transient deviations
that may occur between follower and leader trajectories. This topic is
outside the scope of the present work.

Hardover failure of a single actuator occurs at the time of fault
tp= 150 s onboard vehicles 2 and 6; that is, the actuators saturate at
3.5 N, and so one has from Egs. (2) and (3)

81‘ = lr—tf{HOF.r—r, [Fin(t)] - Fin (D)}

Howo (= 1 if 1—1,<0 (28)
OF—; ) = 135 N, otherwise

Modeling of the ALTAVs and of the instrumentation parameters is
obtained from experimental data, as described in Appendix A. The
six-degree-of-freedom model in a closed loop with multiloop
proportional-integral-derivative (PID) autopilot is used for the
simulations. Autopilots and distributed controllers in Appendix A
and observers in Eqs. (13-15) are discretized (Runge—Kutta) with a
sampling period of 10 ms.

The simplified model in Eq. (1), which is derived to provide
trajectories sufficiently close to those of each ALTAV i € {1,...,9}
of the formation, as described in Appendix A, is characterized by

a; = [w;, §]:

Agi(@;) 0, 0,
Ai(a;) = 0, Agi(@;) 0,
Azi(ay)  Ani(ay)  Agl(e)

Ag(ay) = |:—(L)()2 —2é-a)»i|’ Azpi(ey) = |:8 aO,i|

i

Api(a) = [0 0 ]

0 a,

Bj(«;) = diag[By (@), Bgi(®;), Bgi(e;)] and B («;) = [0, w7], along
with the following parameter values w; = 0.65 rad/s, & = 0.32,
w, =wy;=0.35rad/s, & =& =0.8, w, =0.39 rad/s, & = 0.89,
ws = wg =0.33 rad/s, & =& = 0.9, w; = wg = 0.35 rad/s, &=
ég = 1, wg = 0.33 rad/s, sg = 1, a), = _0035, and a, = 0.01.

The single robust observer used in the DFD and implemented
onboard each ALTAV is designed from a single pair of polytopic
matrices A; and B; that allows state-space matrices to encompass
ALTAVs 2 to 8. To this purpose, we can exploit the fact that
parameters o; (i € {2,...,8}) of vehicles 2 to 8 can be bounded by
w*+ oM and & £ gM, where w* =0.35 and &* =0.85. The
maximal deviations ®"and SMare equal to 20% of the nominal
values. The observer matrices in Eq. (13) are computed by means of
the Matlab Robust Control Toolbox. Robust estimation is achieved
with an attenuation gain y = 0.8 and with u; = 1. The following
matrices are thus calculated: Ap; =diag(ar; ar;), Br;=
diag(bp;, br,;), and Cr; = diag(cp;, cr;), where

t=0s t=100s

Fault at =150 s
onboard 2 and 6

t=250s t=200s
Fig. 4 Trajectory of the leader from ¢ = 0 to 250 s.
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(') ALTAV & (¥
[Egs. (A1)-(A3)]

182 4
ALTAV j | 6¥)
[Eas. (A1)-A3)]

Detector about i
[Egs. (13)-(15), (26)]

—> Recovery

Friggering event of &

159 Iz
ALTAV | (XY
[Eqs. (A1)-(A3)]

Detector about j
[Egs. (13)-(15), (26)]

—> Recovery

Fig. 5 Distributedly controlled formation of ALTAVs equipped with
their DFD and recovery module.

_[-256 0095
GRiT 1014 —0.84

bp; =1072[—3.85,—0.76]7, and c;; =[—89.85,9.64]". The time
window used to compute the rms error is T = 1 s. The thresholds
described in Sec. III are selected as Jy,3 = Jy 4 = Jyps =0.12,
Jine = Jin7 = 0.125,and Jy, s = Jy 9 = 0.13. The inverse dynamics
and derivatives are filtered with a first-order, low-pass filter for which
the time constants are 7, = 5 s and t, = 0.05 s, respectively.

The guidance adaptation, denoted as recovery in Fig. 5, is
implemented onboard each vehicle as follows: when a fault is
detected on the upstream faulted neighbors k-1, by means of the DFD
design, vehicle k establishes a link with vehicle k-2, assumed in
range, by means of its onboard sensors. The detector flag of fault
occurrence is triggered as soon as |ryll; = [|Cizill; = Jm: or
”riy”r = ”Ciyzt'”r z Jth.i (Where Cix = [ 1 0] and Ciy = [O 1]) is
satisfied. Simulations displayed in the sequel implement the block
diagram in Fig. 5 for the first three ALTAVs.

The simulations aim at verifying that

1) The transients induced by corner following do not induce false
alarms.

2) Vehicles 3 and 7 detect faults of vehicles 2 and 6 with the same
robust observer, which accounts for parametric uncertainty that
arises from the simplified formation modeling used to design the
observer.

3) The transient behavior of the formation over [z, T 4 t;) does
not induce false alarms in vehicles 4, 5, 8, and 9.

Figure 6 shows that large residues appear only after the fault
occurrence and that tracking error caused by turning around the
corner at t = 100 s does not provide false alarms. Faults in vehicles 2
and 6 are detected after a delay of 4 and 9 s, respectively.

Planar trajectories of faulted vehicles 2 and 6 and their adjacent
neighbors are shown in Fig. 7. One can notice that fault detection by
vehicles 3 and 7 is sufficiently fast enough for all of the vehicles
except 2 and 6 to continue following the leader.

Snapshots of the formation in motion are depicted in Fig. 8. The
integrity of the formation composed of all the vehicles except 2 and 6
is preserved, because the anomalous behavior of the two diverging
vehicles is detected sufficiently fast and acted upon quickly. The
formation does not, however, maintain its original aspect in terms of
relative distances pj; between adjacent neighbors. The vehicles are
close to their maximum allowable speed in a straight line and thus
cannot reduce the intervehicle distances that have been abruptly
increased by the detection of faulty vehicles 2 and 6. Nevertheless, a
slight crossing of the corner at t = 260 s, as depicted in Fig. 8d,
allows the formation, exempt of vehicles 2 and 6, to stabilize around
the prescribed pj;. The simulation results also demonstrate that the
approach that consists of using the same robust observer onboard
each ALTAV’s detector enabled the detection of concurrent faults,
although ALTAYV closed-loop dynamics depend on their position in
the formation.
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Fig. 6 Residues in the x axis about the abnormal operating condition of vehicles 2 and 6 computed by vehicles 3 (left) and 7 (right).
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40 1
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Fig. 7 Planar trajectories of faulty vehicles and adjacent neighbors when the leader follows a square trajectory.
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a) Formation around corner b) Stable formation at 7=160 s,

at =120 s (i.e., 10 s after simultaneous fault
occurrence and loss of vehicles 2
and 6)
o
o
(o}
o
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¢) Formation stabilization at
t=175 s with larger intervehicle
distances (vehicles 2 and 6
excluded)

d) At #=260 s, intervehicle distances
approach their prescribed values

Fig. 8 Snapshots of formation motion.

V. Conclusions

Decentralized fault detection for leader-to-follower formations
based on local information was proposed. The scheme implemented
enables detection of severe faults that remain uncompensated for by
component-level FDIR. The detection relies on a mixed H,,
minimization-based observer and on the compensation of exogenous
unknown disturbances. The observer uses a simplified, uncertain,
linearly parameterized model of the UAV dynamics in closed loop
with the controllers. Simulation results show that the detection of
concurrent faults and the subsequent adaptation can be achieved
sufficiently fast to preserve formation cohesiveness. Future work
includes live testing of the proposed DFD scheme and porting the
algorithms to other types of unmanned vehicles.

Appendix A: ALTAYV Closed-Loop Dynamics

The dynamics of the ALTAV is governed for all i € S by the
following model [11]:

Mi; = ZF_ji sin(y;) — Cyx;, My, = ZF,'; sin(¢;) — Cy).)i
J J
Mz = _ZF_;',' cos(y;)cos(¢;) — Fg + F, — C.2;
J

JF)éi = (Fy;ly — Fail, + Fy;l5 — Fyly) sin(p;) — CQéi
Jyj)i = Fy;ly — Fyl5 — Fglgsin(y;) — Cyf/i

Jd)(b'i = —Fyly + Fyl, — Fplgsin(g;) — C,
(A1)

where x;, y;, and z; are the vehicle translations; 6, ¢, and y are the
vehicle rotation angles; M is the mass of each vehicle; Jy, J,, and J4
are the moments of inertia about the x, y, and z axes; F' o is the force
due to gravity; F' is the buoyant force resulting from the volume of
helium in the vehicle; F; is the force magnitude of the ith motor
(i €{1,2,3,4}); I, are the perpendicular distances between the
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motors and the vehicle center of gravity i € {1, 2, 3,4}; C; is the drag
coefficient in the direction i € {x,y, z, 8, ¢, ¥}, which serves as a
damping term for the motion in that direction; and p is the angular
offset from the vertical axis of the motor thrust vectors.

The flight control and guidance laws consist of a set of PID
controllers. In each vehicle, the flight controllers provide commands
to the four motors to maintain the specified elevation, yaw, pitch, and
roll and are expressed for all i € S as [11]

Fy=Satys, (fi + & + 1),
Fy=Saty s, (—fi +g +X),
fi=pgy(Sat_s, s, () =)

t
+ iw/ (Sat_g, s, (uy) —y)dv—d,y,
1

Fy = Satys, (—h;— g+ 1)
Fy = Satys, (h; —g; +A;)

hi = PWV(SQLSW,SW(M“‘) - (Pz)

t
+ iwy/ (Sat—sw,sw(“xi) —@)dv—d,,¢
t
t
gi=poluy; — ;) + ie/ (uy; — @;))dv — dyg;
1
13
==+ [ @ advd G- 2) (A2)
1

where the actuator’s saturation function Sat,,(x) is equal to x
whenever a < x < b, equal to b whenever x > b, and equal to a in
the remaining case. The flight controllers also generate pitch and roll
commands u, and u, to move the vehicle in the x—y space. The outer-
loop control of the leader of the formation, which is characterized by
Cartesian state (x,,y,, z,), is [11]

Uy =kp(X* _xo) _kdxos uyu = kp(y* _ya) _kd).}a (A3)

where x* and y* stand for the reference trajectory to follow. Guidance
for the follower i € S{0} with state (x;, y;, z;) is given as [7]

[uei Uy I'= hi(zki[xj — X = x;’kj|yj —Vi— YZ]T)

JEN;

(x5 Y5 1" = pjleos(Af; + ¥i) sin(Af; + ¥l

(A4)

where £, is a strict positive real operator for which the stabilizability
property is analyzed in [7], and h; is selected as a low-pass-filtered
PD controller, given as k;(k,, + k;,s)/(1 + 7;5). The distributed
controllers stabilize the formation in the x—y plane, whereas set-point
regulation in z, given in Eq. (A2), is obtained by PID control around a
prescribed altitude z,, which is assumed to be known by the vehicles
of the formation before the mission onset or command changes.

The following parameters are used in the simulations: 7, = 13 N,
M=1618kg, J =.995kg-m? J,=1.005kg -m? J,=
1.005kg-m?, I, =941m, L,=.94lm, L;=.941m, [=
941 m, [,=.16m, g=98m/s’, C, =095 C, =0.95
C,=095C=05,C,=0.5,and C, =0.5.

Sensor measurements are corrupted by zero-mean white Gaussian

noise. Noise variance and sensor sampling periods are given in
Table 1.
Controller gains in Eqgs. (A2-A4) are p, =0.6,i, =0.2,d, =5,
=0.125,pg = 1,ip =0,dy = 3, py = 0.125,iy = 0.1, dy = 2.5,
=06, i,=02, d,=5 k,=05 k=0 k;=07,
oy = 0.69 rad, Sy =3.5N, «;, =04, k, =x3 =0.3, k, =0.25,
ks = ke = 0.23, k7 = kg = 0.21, kg = 0.2, and 7; = 0.05 s.

IS

SRS TS

Appendix B: Results of LMIs Applied
to Uncertain Systems

The following result, taken from [10], is useful to obtain the
linearization of matrix-inequality-based problems such as L,-gain
minimization, in which the Lyapunov variable is multiplied by a
design variable.
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Table 1 Sensor characteristics

Sensor Noise variance Sampling period, s
Global positioning system 1 m? 1
Sonar 2 cm? 1/50
Tilt 0.0349 rad? 1/100
Compass 0.0349 rad? 1/50

Theorem I [10]. The LMI

ATX+XA XB (7
X >0, B'™X  Q, 0Qp |<0 (B1)
c 0 O»

is feasible in the decision variable X if, and only if, there is scalar
/> 0 such that the following LMI

—n(V+vh VIA+Xx VIB 0 VT

ATV + X —X 0 cr 0
B"V 0 Oy Qp O <0 (B2
0 c 0, 0n O
nv 0 0 0 —-X

is feasible in the decision variables X, V, and V.

Other LMIs such as Eq. (B2) are provided in [10]. We retain the
LMI that is useful to our purpose. From Egs. (21) and (B1), one has
C=[C —Cg;],0,=0,0y = —y*1, and Qy, = —1I.
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